
EEAASSYY  SSTTEEPP--BBYY--SSTTEEPP  PPRROOCCEESSSS
• Generate the files and import them into IDEA

• Run the standard and advanced pre-programmed tests

• Use the power of IDEA analysis functions to extend your testing

CCaasseeWWaarree  EExxaammiinneerr comes with a handy tool called File Generator

which lets you easily acquire the log files you want.  You can

choose all the logs, or only those created since you last extracted

files.  With predefined record definitions, it's easy to import these

files into IDEA.  At the same time as importing, you can choose the

level of testing you want to perform for each of the files. 

The Standard and Advanced tests provide a combination of profile

information, e.g. number of events by category, as well as specific

extractions, e.g. errors, accounts with expired passwords,

unsuccessful logons.  See over for a complete list of standard and
advanced tests.

Once the preprogrammed tests have been executed, you can review the results and decide if further

testing is necessary.  The power and flexibility of IDEA’s data and analysis functions let you look for

items such as weekend logons, number of days since last logon or password change; search for

words such as “bad disk” or “invalid” in message fields; or, match dial-up access numbers with

authorized callbacks.

YY  oouurr  nneettwwoorrkkss  mmaayy  bbee  aatt  rriisskk..    NNeettwwoorrkk  aaddmmiinniissttrraattoorrss  oofftteenn  rreellyy  oonn  tthhee  llooggggiinngg  ooff  nneettwwoorrkk  eevveennttss  

ttoo  pprroovviiddee  ssoommee  sseeccuurriittyy  ccoonnttrrooll..    UUnnffoorrttuunnaatteellyy,,  tthheessee  llooggss  aarree  ssoo  llaarrggee  aanndd  ssoo  ffuullll  ooff  eexxttrraanneeoouuss  

ddaattaa  tthhaatt  kkeeyy  iinnffoorrmmaattiioonn  iiss  oofftteenn  oovveerrllooookkeedd  oorr  uunnddiissccoovveerreedd..    NNooww  CCaasseeWWaarree  EExxaammiinneerr ggiivveess  yyoouu  

tthhee  ppoowweerr  ttoo  ssiifftt  tthhrroouugghh  tthheessee  llooggss  ttoo  eexxttrraacctt  tthhee  eennttrriieess  tthhaatt  mmaayy  hhaavvee  aa  sseeccuurriittyy  iimmppaacctt..    

EExxaammiinneerr  wwiillll  eennhhaannccee  yyoouurr  ccoorrppoorraattee  sseeccuurriittyy  pprraaccttiicceess  ffoorr  aa  rreemmaarrkkaabbllyy  ssmmaallll  iinnvveessttmmeenntt..

Y

AA  rreevvoolluuttiioonnaarryy  nneeww  ttooooll  tthhaatt  wwiillll  eennhhaannccee  yyoouurr  nneettwwoorrkk  sseeccuurriittyy  ccoonnttrroollss
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IIMMMMEEDDIIAATTEE  PPAAYYBBAACCKK

CCaasseeWWaarree  EExxaammiinneerr is a plug-in for IDEA; that means that no additional training is necessary.  

You can use your IDEA skills to supplement the preprogrammed tests available from one simple 

easy-to-use dialog box.  Network security is vitally important to the continuing success of an

enterprise.  Examiner will give you new capability to enhance security for your employer or clients.

For pricing information, please e-mail IIDDEEAA@@ccaasseewwaarree..ccoomm or contact your nearest distributor.

LLoogg  ffiillee SSttaannddaarrdd  tteessttss AAddvvaanncceedd  tteessttss

Application events Number of events by Category, EventID, Source, All errors
Type and User

Security events Number of events by Category, EventID, Source, Accounts with expired password, unknown
Type and User username or bad password, disabled accounts, 

failures, locked out accounts, policy changes, 
unsuccessful logons

System events Number of events by Category, EventID, Source, Errors, remote access callback numbers, 
Type and User remote access connections

Users Summaries of dial in access accounts, password Accounts not requiring passwords or with “never 
required accounts, disabled and locked accounts, expires” passwords, accounts with remote dial in 
“never expires” passwords access, disabled and locked accounts

Groups All administrators and operators, number in each Accounts belonging to five or more groups,
type of group membership and user groups administrator and operator user details

Printers Printers with “All” access, printers with owners

Shares Shares with “All” access, unprotected shares

Services Number of records by Type and Status

CCaasseeWWaarree  EExxaammiinneerr includes the capability to import these files and automatically perform these tests:
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